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Assurance and Regulation of Autonomous Robotics

There are relatively few problems, so long as we believe

the analysis of autonomous systems (robots) involves just
a straight-forward application of existing approaches.

Essentially, there’s nothing new here!

I will highlight some issues with this view:

1. autonomy — it is different

2. uncertainty — we can’t know it all

3. decision-making — not ‘what’ but ‘why’

4. runtime verification — is not (always) the answer
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Autonomous Systems

Autonomy:

the ability of a system to make its own decisions and to act
on its own, and to do both without direct human intervention.
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These often take us beyond traditional cyber-physical systems.
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Issue: Autonomous Decision-Making

Current approaches to assurance/certification often assume that

• there is a finite set of hazards/failures
• these can be identified beforehand
• this finite set will not change over the life of the system
• .... and so a risk/mitigation based approach can be used

So, in a predictable and known environment
.... we can enumerate all decisions that might be needed and
pre-code answers

But: for critical autonomous systems in uncertain environments
.... we need to be clear about how decisions are made
.... crucially, we need to verify why decisions are made
.... leads us to verifying decision-making process
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Who makes the Decisions?

Within ‘autonomy’ there are important variations concerning
decision-making.

Automatic: involves a number of fixed, and prescribed, activities;
there may be options, but these are generally fixed in advance.

Adaptive: improves its performance/activity based on feedback
from environment — typically developed using tight continuous
control and optimisation, e.g. feedback control system.

Autonomous: decisions made based on system’s (belief about its)
current situation at the time of the decision — environment still
taken into account, but internal motivations/beliefs are important.

Distinguishing between these variations is often crucial.
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Issue: How ‘Wrong’ are Probabilistic Models?

All probabilistic models of real phenomena/environments are
wrong.

Often very wrong!

Crucially, we don’t know how wrong.

When complex feedback control systems (e.g. deep reinforcement
learning) are used, even small errors in environmental models can
have huge effects.

So: evidence we produce using such models is weak.
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Use Heterogeneous/Corroborative Verification
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[Cite: A Corroborative Approach to V&V of Human-Robot Teams]
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Typical Heterogeneous Verification Approach
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Note agent is: symbolic; intentional, transparent, ....

• We might formally verify the agent’s decision-making
−→ we can be certain about this.

• We might simulate/test the feedback control components
−→ or verify/monitor

• We might practically test whole system
−→ often gives users/regulators more confidence!
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Issue: RV isn’t (always) the solution

Automaton 

"watching" for 

acceptance 

conditions 

(i.e. recognising 

temporal properties)

Program executing, generating a 
sequence of states

However, the following is far too popular:

1. build an autonomous system, let it do what it wants

2. use RV to flag if it does (or is about to do) something ‘bad’
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Final Remarks

We should build systems that use components in the right way:

• sub-symbolic AI components, such as machine-learning, for
pattern recognition and adaptation;

• symbolic AI components, such as agents, for decision-making
and explainability.

Provides Practical hybrid system + Strong evidence for agent
decision-making

Important to use heterogeneous/corroborative verificaiton
techniques on systems.
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