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Background

Ø Rapid Development of Generative AI

• ChatGPT series - OpenAI
• LlaMA - Meta
• PaLM - Google



Background

Ø Why we need ‘guardrails’ to constrain LLMs

• Enhancing Accuracy and Reliability
• Protecting User Privacy
• Preventing Harmful Content Generation
• Ensuring Consistency and Compliance
• Improving Explainability and Transparency
• Optimizing User Experience



Model Alignment

• Fine tuning: Instruction tuning

• Reinforcement Learning: Human Feedback(RLHF), AI 
Feedback(RLAIF)

• Mainly to improve helpfulness and to reduce harmfulness, 
cannot easily be changed at runtime by users 



Instruction Tuning
• [1] J. Wei et al., “Finetuned Language Models Are Zero-
Shot Learners,” arXiv:2109.01652 [cs], Feb. 2022, Available: 
https://arxiv.org/abs/2109.01652
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Instruction
Tuning

• [1] J. Wei et al., 
“Finetuned Language 
Models Are Zero-Shot 
Learners,” arXiv:2109.016
52 [cs], Feb. 2022, 
Available: 
https://arxiv.org/abs/210
9.01652



Reinforcement Learning from Human Feedback

[2] L. Ouyang et al., “Training language models to follow instructions with human feedback,” Advances in Neural Information Processing Systems, vol. 35, pp. 27730–27744, Dec. 2022, 
Available: https://proceedings.neurips.cc/paper_files/paper/2022/hash/b1efde53be364a73914f58805a001731-Abstract-Conference.html



Reinforcement Learning from Human Feedback

[2] L. Ouyang et al., “Training language models to follow instructions with human feedback,” Advances in Neural Information Processing Systems, vol. 35, pp. 27730–27744, Dec. 2022, 
Available: https://proceedings.neurips.cc/paper_files/paper/2022/hash/b1efde53be364a73914f58805a001731-Abstract-Conference.html

Reward	Modeling	Loss	Function:



Reinforcement Learning from Human Feedback

[3] J. Schulman, F. Wolski, P. Dhariwal, A. Radford, and O. Klimov, “Proximal Policy Optimization Algorithms,” arXiv.org, 2017. https://arxiv.org/abs/1707.06347

PPO	penalty:	
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Reinforcement Learning from AI Feedback

[4] Y. Bai et al., “Constitutional AI: Harmlessness from AI Feedback,” arXiv:2212.08073 [cs], Dec. 2022, Available: https://arxiv.org/abs/2212.08073

Constitutional AI: 



Reinforcement Learning from AI Feedback

[4] Y. Bai et al., “Constitutional AI: Harmlessness from AI Feedback,” arXiv:2212.08073 [cs], Dec. 2022, Available: https://arxiv.org/abs/2212.08073

SL-CAI:



Reinforcement Learning from AI Feedback

[4] Y. Bai et al., “Constitutional AI: Harmlessness from AI Feedback,” arXiv:2212.08073 [cs], Dec. 2022, Available: https://arxiv.org/abs/2212.08073

RL-CAI:
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[4] Y. Bai et al., “Constitutional AI: Harmlessness from AI Feedback,” arXiv:2212.08073 [cs], Dec. 2022, Available: https://arxiv.org/abs/2212.08073



Reinforcement Learning from AI Feedback

[4] Y. Bai et al., “Constitutional AI: Harmlessness from AI Feedback,” arXiv:2212.08073 [cs], Dec. 2022, Available: https://arxiv.org/abs/2212.08073



Guardrails in Runtime

• Llama Guard

• NeMo Guardrails



Llama Guard

[5] H. Inan et al., “Llama Guard: LLM-based Input-Output Safeguard for Human-AI Conversations,” arXiv (Cornell University), Dec. 2023, doi: https://doi.org/10.48550/arxiv.2312.06674.

Llama	Guard:	a	Llama2-7b	model,	developed	by	Meta

Llama	Guard	functions	as	a	language	model,	carrying	out	multi-class	
classification	and	generating	binary	decision	scores

The	instruction	fine-tuning	of	Llama	Guard	allows	for	the	
customization	of	tasks	and	the	adaptation	of	output	formats

Support	zero	shot	and	few	shot	prompt

https://doi.org/10.48550/arxiv.2312.06674


Llama Guard

[5] H. Inan et al., “Llama Guard: LLM-based Input-Output Safeguard for Human-AI Conversations,” arXiv (Cornell University), Dec. 2023, doi: https://doi.org/10.48550/arxiv.2312.06674.

Safety	Risk	Taxonomy:

1.	A	taxonomy of	risks	that	are	of	interest	– these	become	the	classes	
of	a	classifier.
2.	Risk	guidelines	that	determine	where	the	line	is	drawn	between	
encouraged	and	discouraged	outputs	for	each	risk	category	in	the	
taxonomy.

https://doi.org/10.48550/arxiv.2312.06674


Llama	Guard

Llama Guard

[5] H. Inan et al., “Llama Guard: LLM-based Input-Output Safeguard for Human-AI Conversations,” arXiv (Cornell University), Dec. 2023, doi: https://doi.org/10.48550/arxiv.2312.06674.

https://doi.org/10.48550/arxiv.2312.06674


Llama	Guard

Llama Guard

[6] Y. Dong et al., “Building Guardrails for Large Language Models,” arXiv (Cornell University), Feb. 2024, doi: https://doi.org/10.48550/arxiv.2402.01822.



Dataset	for	Llama	Guard

Llama Guard

[5] H. Inan et al., “Llama Guard: LLM-based Input-Output Safeguard for Human-AI Conversations,” arXiv (Cornell University), Dec. 2023, doi: https://doi.org/10.48550/arxiv.2312.06674.

https://doi.org/10.48550/arxiv.2312.06674


Overall	Results

Llama Guard

[5] H. Inan et al., “Llama Guard: LLM-based Input-Output Safeguard for Human-AI Conversations,” arXiv (Cornell University), Dec. 2023, doi: https://doi.org/10.48550/arxiv.2312.06674.

https://doi.org/10.48550/arxiv.2312.06674


NeMo Guardrails

[7] T. Rebedea, R. Dinu, M. Sreedhar, C. Parisien, and J. Cohen, “NeMo Guardrails: A Toolkit for Controllable and Safe LLM Applications with Programmable Rails,” arXiv.org, Oct. 16, 2023. 
https://arxiv.org/abs/2310.10501 (accessed Mar. 26, 2024).
.

an	open-source	toolkit	for	easily	adding	
programmable	guardrails	to	LLM-based	
conversational	systems.

user-defined,	independent	of	the	
underlying	LLM,	and	interpretable.

Colang



NeMo Guardrails

[7] T. Rebedea, R. Dinu, M. Sreedhar, C. Parisien, and J. Cohen, “NeMo Guardrails: A Toolkit for Controllable and Safe LLM Applications with Programmable Rails,” arXiv.org, Oct. 16, 2023. 
https://arxiv.org/abs/2310.10501 (accessed Mar. 26, 2024).
.

Colang:	The	main	
elements	of	a	Colang
script	are:	user	canonical	
forms,	dialogue	flows,	
and	bot	canonical	forms



NeMo Guardrails

[7] T. Rebedea, R. Dinu, M. Sreedhar, C. Parisien, and J. Cohen, “NeMo Guardrails: A Toolkit for Controllable and Safe LLM Applications with Programmable Rails,” arXiv.org, Oct. 16, 2023. 
https://arxiv.org/abs/2310.10501 (accessed Mar. 26, 2024).
.

Topical	rails:	Controll the	dialogue,	e.g.	to	guide	the	response	for	
specific	topics	or	to	implement	complex	dialogue	policies

1. Generate	user	canonical	form
2. Decide	next	steps	and	execute	them
3. Generate	bot	message(s)

Execution	rails:	Call	custom	actions	defined	by	the	app	developer
e.g.,	Fact-Checking	Rail,	Hallucination	Rail,	Moderation(Input&Output)	
Rails



NeMo Guardrails

NeMo	Guardrails	Workflow:	

[6] Y. Dong et al., “Building Guardrails for Large Language Models,” arXiv (Cornell University), Feb. 2024, doi: https://doi.org/10.48550/arxiv.2402.01822.



Fact-Checking	Rail

[7] T. Rebedea, R. Dinu, M. Sreedhar, C. Parisien, and J. Cohen, “NeMo Guardrails: A Toolkit for Controllable and Safe LLM Applications with Programmable Rails,” arXiv.org, Oct. 16, 2023. 
https://arxiv.org/abs/2310.10501 (accessed Mar. 26, 2024).
.



Hallucination	Rail

[7] T. Rebedea, R. Dinu, M. Sreedhar, C. Parisien, and J. Cohen, “NeMo Guardrails: A Toolkit for Controllable and Safe LLM Applications with Programmable Rails,” arXiv.org, Oct. 16, 2023. 
https://arxiv.org/abs/2310.10501 (accessed Mar. 26, 2024).
.



Moderation	Rails

[7] T. Rebedea, R. Dinu, M. Sreedhar, C. Parisien, and J. Cohen, “NeMo Guardrails: A Toolkit for Controllable and Safe LLM Applications with Programmable Rails,” arXiv.org, Oct. 16, 2023. 
https://arxiv.org/abs/2310.10501 (accessed Mar. 26, 2024).
.

Input	Rail:



Guardrails for Evaluation

https://truera.com/



Feedback Function

Feedback functions: The TruLens implementation of feedback 
functions wrap a supported provider’s model, such as a relevance 
model or a sentiment classifier, that is repurposed to provide 
evaluations. Often, for the most flexibility, this model can be 
another LLM.

https://truera.com/



The RAG Triad

RAGs have become the standard architecture for providing LLMs 
with context in order to avoid hallucinations.

https://truera.com/



Trulens-Eval

https://truera.com/



Trulens-Eval

https://truera.com/
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https://truera.com/



Trulens-Eval

https://truera.com/



Trulens-Eval



Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.



Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.

Challenge: Interaction 



Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.

Decoder	and	model	are	specified	by	strings

Query	and	constraints	are	specified	in	python

{varname}	recalls	the	value	of	a	variable	from	the	current	scope
[varname]	represents	a	phrase	that	will	be	generated	by	the	LM,	
also	called	hole



Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.
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Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.



Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.

Eager	Validation:	



Language Model Programming

[8] Luca Beurer-Kellner, M. L. Fischer, and M. Vechev, “Prompting Is Programming: A Query Language for Large Language Models,” Proceedings of the 
ACM on programming languages, vol. 7, no. PLDI, pp. 1946–1969, Jun. 2023, doi: https://doi.org/10.1145/3591300.

Generating	Token	Masks	using	FollowMaps:	A	follow	map	is	a	function	FollowMap(u,	t)	that	
takes	a	partial	interaction	trace	u	and	a	token	t	as	input,	and	approximates	the	future	value	
of	some	expression	during	validation,	given	ut is	validated	next.	



LMQL



Resilient Guardrails

[9] Z. Yuan et al., “RigorLLM: Resilient Guardrails for Large Language Models against Undesired Content,” arXiv (Cornell University), 
Mar. 2024, doi: https://doi.org/10.48550/arxiv.2403.13031.
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Resilient Guardrails

[10] A. Zou, Z. Wang, K. J. Zico, and M. Fredrikson, “Universal and Transferable Adversarial Attacks on Aligned Language 
Models,” arXiv.org, 2023. https://arxiv.org/abs/2307.15043
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Explainable Guardrails

[11] Z. Chu, Y. Wang, L. Li, Z. Wang, Z. Qin, and K. Ren, “A Causal Explainable Guardrails for Large Language Models,” arXiv.org, 
May 07, 2024. https://arxiv.org/abs/2405.04160
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Challenges

• Jailbreak	Attacks
• Knowledge	base
• Rigid
• Different	Languages
• Explainability
• Policy



Ending

Thanks	All	for	Listening


